Damon King

IT security manager with eight years of experience building cybersecurity programs for enterprise and government clients. Skilled in
penetration testing, policy development, and Security Information and Event Management (SIEM) implementation. Proven success in
incident prevention and regulatory compliance.

Contact Professional Experience
\\\ (555) 400-5261 IT SECURITY MANAGER | ZENTEC FEDERAL SOLUTIONS, PHOENIX, AZ

MARCH 2020 — PRESENT

@ damon.king@example.com e Prevented over 6,800 phishing attempts in 2023 via advanced threat detection

and staff education campaigns

<k Portfolio ® Deployed SIEM platform integrated with Endpoint Detection and Response (EDR)
and Network Detection and Response (NDR) tools, decreasing threat response
|E Phoenix, AZ 85004 time from 2.3 hours to 27 minutes

e Passed three external audits (FISMA, FedRAMP, CMMC) without corrective
findings in last two years

Education

® Reduced shadow IT risk by 72% by implementing SaaS visibility and access

® Bachelor of Science (B.S.) in controls

Cybersecurity
SECURITY ENGINEER | AXONTECH SERVICES, TEMPE, AZ

Arizona State University , SEPTEMBER 2016 — FEBRUARY 2020

Tempe, AZ . . :
P e (Conducted quarterly vulnerability scans on 280+ endpoints and 12 production

servers

May 2009 .
e Developed internal threat awareness program used by 300+ employees

e |dentified zero-day risk in internal toolset, leading to vendor patch within 24 hours



